[TPOOUIIAKTUYECKUE MATEPUAJIBI

I'JTABHOI'O YIIPABJIEHMS ITO ITPOTUBOJAENCTBUIO
KUBEPIIPECTYITHOCTU KPUMWHAJIBHOW MUJIUITANA
MUHUCTEPCTBA BHYTPEHHUX JIEJI

PECITYBJIMKU BEJIAPYCbH

OCTOPOJXHO!

MOIIEHHMKHM B UHTEPHETE

¥ peem [

HE coeepwiait Hukakux
AEVCTBUIA Ha cMapTdoHe no
npocbbe NOCTOPOHHNX NN,

HE cnepyii nHcTpykumsm
HE3HaKOMLLEB, NO3BOHMBLLM
C HEWU3BECTHOro HoMepa

HE coobuiait HemssecTHbIM
NML,AM CBOM NePCOHaNbHble
[aHHble

i

HE nepesoau peHbru
HE3HaKOMbIM NOAAM B
KayecTBe npeaonnarhl

Coxpanu 3Ty MHPoOpMaLMIO U MOAENNUCH C APYTUMU




3aKoOHHbIe caeNikKu |
( C KpuUnTOBa/loOTOU

Y6enurtechb, 4To Bawum caenkum COOTBETCTBYIOT

@ OEeWUCTByIOLEMY 3aKOHOAATEeNbCTBY
==

Pecny6nuku Benapycb

Mopsaaok ocyLllecTBIeHNUA COeNoK

C KpUMTOBAsNOTOM onpeaeneH

OekpeTtoMm Mpe3ngeHTa Pecnybnuku Benapycb
oT 21 pekabpsa 2017 r. N28

«O pa3zBuTUMN LUPPOBON IKOHOMUKU» U
YKasom lMNpe3supgeHTa Pecnybnmuku Benapycb
oT 17 ceHTA6pA 2024 r. N2 367

«O6 ob6paleHun UMPpPoBbIX 3HAKOB (TOKEHOB)»

B Pecny6nuke Benapycb $usn4ecKmum nmuam:

@ PA3PELLUEHO X 3AMPELLEHO

[o6bl4a KpUNTOBAMNOThl B pe3ynbrare MNMpopaxa (NoKyrnka) KpUNToBanioTbl

Ma?(ﬂyr‘gp’gggpuu Pecny6nuku Benapychs, SARCHOKBbIC CPEACTRAMS

TaK U Ha TEPPUTOPUM MHOCTPaHHOIO rocyAapcTea) MHOCTPaHHbIX KPU nTonnaTd)opMax

Mpopaxka (NoKynka) KpUnToBanioTbl Mpopaka (Nokynka) KpMNTOBAIOThI
33 AEeHeXXHble CpeacTBa Ha

6enopycckux KpUnTonnaThopmax, 28 ACHE MMM SPeRcTEa HalRavio
ABNSIOLIMXCS pe3naeHTaMm MNapka MeXAy PU3NHECKUMU NTULIaMK
BbICOKMUX TEXHOMOMUM

O6MeH KPUNTOBaNOThbI
Ha UHbIe TOKEHbI
(Ha 6enopycckux 1 UHOCTPaHHbLIX KpunTtonnargopmax)

Mony4yeHue KpUNTOBanoThbl B Aap
UNn HacneancTeo

BOJIbLUE MHOOPMALIMU
FnaBHoe ynpasnieHue

B Telegram-kaHane no NPOTUBOAENCTBUIO

KUWBEPKPENOCTDb Z Kn6eprnpecTynHocT1
CYBER_FORTRESS_BREST KM MB[ Pecny6nuku Benapycb




BHUMAHMUE!

SALINUTH CBOIO

BAHKOBCKY1O KAPTY
HEJIb3A 546

\
& /i

Coobuiars CVV-kop, vinu

XpaHuTb NUHKOA, BMECTe

C KapToW OTNpaBnsTb €ro ¢poto
PacnpoctpansTb Coobuiath AaHHbIe,
NTMYHbIE AAHHbIE, IOTUH nonyyeHHble B BUAE

¥ Naponb AoCTyna K SMS-coobueHui,
cucteme CeaHCoBble Naposn, Koz,
«MHTepHeT-6aHKUHM aBTOPU3aALMM U T.A,

“ Coxpanu 3Ty MHpopmaLmMio U MOJENNUCH C ZPYTUMMU
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, MOLUGHHMNKA

NMPEACTABAAIOTCA:

® COTPYIHUKAMHU TOC. opraH"OB 1 6aHKOB
® [Ipo/laBllaMU, UHBECTOPaMHU, 6pOKepaMI/I

e PaboTHUKAMU CITYKO cBsI3H
(Bem;;hoa Benreriexom, Al, MTC) »

= ¢ pabOTHUKAMU KOMMYHAaJIBHBIX CIYKO
(sHeproHa30pa, BoJoKaHAA, Fa30BOU CIIYKOBL)

YTPOAION Ui SANY TUBALOII:

e FIOMIO3peHUEeM B IIPeCTYIUIeHUN 1
JIpoBeleHMeM OObICKa .

e CJIO)KHOM CI/ITyaI_II/IGI/L C pOIICTBeHHI/IKOM
e OKOHUYaHMEM JIeVICTBUS npn6opa yuera I/IJII/I yCiyru

YBEWAAIOT U SACTABARAION: 4

I10]1 ITPeJIVIOTOM JIeK/IapupoOBaHU S ¢ o
[epeBeCT! TleHbI'M Ha “0e36I1acHbBIN” cuer

BHECTU IIpeJIoTIaTy 3a ToBap NIn
B3HOC B MHBECTULIMOHHBIN l'IpOGKT

IiepegaTb JIMUYHBIC JaHHbIe U KO,I[I)I n3
COO6ILI€HT/ISI YCTAaHOBUTD IIPMUJIO’KEHNE

Hel aanmelceb69 06MaHymb!

['1aBHOe yriparieHue 110 IPOTUBOAENCTBUIO KNOepIIpecTyIHOCTH
KM MB/I Pecriybnuku Benapych




Kak He npeBpatuTtb iPhone B «(Kupnu4»

MOLUEeHHUKU UCMONb3YIOT PasfiniHbIe Y/TIOBKMU,
4YTO6bI 3a6/10KMpPOBaTH Ballle"yCTPOMUCTBO,
BbIHY)>XAasl BOUTU B UX YY4ETHYI0 3anucb Apple (iCloud)

OcHoOBHbIe cxeMbl o6MaHa

X «Momouwb ¢ pannaMmu»

CcbiNaschb Ha «HEUCNPABHOE YCTPOMETBO», NPOCAT NOMOLUW
B poctyne K pannam (portorpadpmam, QOKYMEHTaM U T.4.) U3
o6nauyHoro xpaHunuwa iCloud nyreM asTopusauum B
MOLUEHHUYECKOW YHETHOM 3anucu

«becnnaTHbie Urpbl U NMPUTIOXKEHURA»

PeknaMupyioT gocTyn K urpam («<PUBG Mobile»,
«Standoff 2») u npunoxenunsam («AioGramn») 8 TikTok
unu Telegram, npeanaras ycTaHOBUTL UX Yepes
npegocTaBNeHHbI akkayHT Apple

«PaboTta/nogpa6oTka»

06eLWAloT BaKaHCUIO (YacTo CBA3aHHYIO C
TECTUPOBaHUEM NPUNOKEHU), HO TpebyioT
BXOAa B "KOPMNOPaTUBHbLINA" aKKayHT Apple

Kak 3almMTuUTb cebs

He coonaﬁte HUKOMY CBOM YYETHbIE JaHHble
(noruH wnapons) ot akkayHTa Apple (iCloud)

He BXOAUTE Ha CBOEM MOGUNBHOM YCTPOMUCTBEE
B aKKayHT Apple (iCloud), npeaocrasneHHbIN
He3HaKoMuaMM U3 UHTepHeTa

He nepexoguTe rno Heu3BecTHbIM CCbIJIKaM U
\/ He BBOoguUTe AaHHblie Apple ID Ha NOCTOPOHHUX

BAXXHO! —

Ecnu BaL aKKayHT 3a6NOKMPOBaH MOLUEHHUKOM, CEPBUCHbIE LIEHTPbI He MOMOTYT.
Pa3610KMPOBKa BO3MOXKHA TOMbKO Yepe3 odpuLManbHylo Texnopnepxky Apple
NP1 HaNUYKUK AOKYMEHTOB, NOATBEPIKAAIOLMX NOKYNKY YCTPOUCTBA.

BOJ1bLME UHOOPMALIUA

B Telegram-kaHane TasHoe ynpasneHue

KUBEPKPENOCTb no NPoOTUBOAENCTBMUIO

CYBER_FORTRESS_BREST KubepnpecTynHocTU
KM MB[ Pecny6nvku Benapycb




BAM 3BOHAT 110 TEJIEQOHY U COOBLLAKD

BAL B/U3KWA POACTBEHHHK (CbiH, BHYK, MYX)
MONAN B BEAY (ABAPHIO, OTPABNIEH, APECTOBAH),

W YTOBbI «BbINYTATLCA» H3 HCTOPHM, OH NPOCHT
NIEPEBECTH JIEHbTH YENOBEKY, KOTOPbIi NOMOXET

YTO IEJIATD:

NONPOCHTE 3BOHALLEr0 NEPEAATD
TPYBKY BALUEMY POACTBEHHMKY;

NEPE3BOHHTE EMY CAMM 1 YBEAMTECD,
Y470 C HHM BCE B NOPALKE

¥ BAC OBHAPY)KEHO ONACHOE 3ABOJIEBAHME,
NPENATAOT BbICTPOE OBCNEJIOBAHHE

WITH NIEYEHHE «YHUKAIHBIM» IEKAPCTBOM
.

NPEACTABHTENH MEAYYPEXEHHN HE
HA3bIBAIOT AMATHO3bI N0 TENEGOHY,
HE «BEZMTECH» HA NOAOBHBIE 3BOHKH

BAM BbIAENEHA BECMNIATHAA NYTEBKA B CAHATOPHH,
HO HYXXHO HEMHOrO IONATHTD, HANPHMEP,
3A BbIBOP MECTA OT/IbIXA

HUKAKHX LONJIAT OOMLUMANBHBIE
COUMANBHBIE CY)KBbI HHKOrA
HE TPEBYIOT

C BALUEA BAHKOBCKOA

- COTPYQHMKMH BAHKOB HE 3BOHAT KMEHTAM W HHKOTIA HE

KAPTbI BbUA NOMBITKA TPEYIOT HA3BATb CEKPETHBIE CBELEHHA O KAPTE WIH CYETE:

'E‘:';i‘gg" ’:f';‘;r"" HEBAHK ~ HHKOTZIA HE HA3BIBAWTE W HE BBOTE NHH-KOR,
RHPOBAT; TPEX3HAYHbIT KOZ HA OGPATHOR CTOPOHE KAPTB! WK

3B0HHT AKOBbI NPEACTABHTENb e antangsibly

CNYXBbI BE30NACHOCTH BAHKA : N

W PELTATAET PASBAOKH- - HE HABWPAVITE HUKAKIX KOMEHHALIAI HA TENEQOHE:

5 POBATD KAPTY, HO /LA 31070 ~ NONOXMTE TPYBKY W HE NEPE3BAHMBAWTE B BAHK
EMY HY)XHO COOBILIMTb EE BCTPEYHbIM 3BOHKOM. MOXHO NEPE3BOHHTH B BAHK
HOMEP H KOO, BALIW 10 OQULIMANLHOMY HOMEPY (OH YKA3AH HA KAPTE)

NEPCOHANbHBIE AAHHBIE W COOBLUMTD 0 3BOHKE

BAXHO! : :
nomenw-oraecrsy, a5 rencoone sunew vower sawerosanca DY [ADTE TOTOBbI M NTPOABUTE BANTEJIbHOCTD



BHUNMAHMUE!

BE3OITACHOE VCITOJTb30BAHME COLICETEMN,
MECCEH/I)XXEPOB ¥ 3JIEKTPOHHOM ITOYTHI!

L
P HEn b3 D?ﬁl

Pasmeluars nepcoHanbHyio @ Pearuposatb Ha

1 KOHTaKTHYIO nucbma ot
uHdpopmaumio o cebe B HEen3BeCcTHoOro
OTKPbITOM OCTYyNe @ oTnpasutens

50 %

Wcnonb3osarsb OrkpbiBaTh
yKa3saHue reonokauuu * nofo3puUTeNbHOE
Ha ¢oTo B nocrax Orseyarsb Ha arpeccuio n BIOXKEHUE K NUCbMY
. . 0buaHble BbipaXkeHUs!
4h 4

Coxpanu 3Ty MHpopmaiumio ¥ NMOJENUCH C PYTUMU



